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2003 was the last year of preparation for accession of the Czech Republic to the
European Union. The Office for Personal Data Protection also consistently prepared for
this new situation. An increased role within the Council of Europe, continued observers
status in the Brussels WP29 group, or new representation in the common supervisory
body for Europol and Schengen will undoubtedly impose high requirements on the
employees of the Office after accession to the European Union.

However, to obtain an equal position with the partner supervisory institutions in other
EU countries and to be able to participate in the creation and development of European
personal data protection, it is necessary that this part of protection of human rights and
freedoms be adequately ensured in the Czech Republic: the general public in the Czech
Republic must be adequately informed of their rights, the personal data controllers and
processors must respect national and European legislation, and supervision of personal
data processing must provide for effective and expedient remedy in cases of violation of
the Personal Data Protection Act.

While the Czech Republic made another step towards harmonization with the practice
in Europe during the last year, there are a number of issues that have not yet been
resolved. The general public remains inadequately informed of the consequences of
misuse of personal data and the controllers and processors in both the state and private
sectors frequently attempt to evade, devalue or ignore the principles of protection of
privacy. It will not be easy to catch up with the EU countries in the area of protection of
privacy, unless the private life of individuals is considered to be an aspect that should
not be devalued, particularly in the interest of a strong and viable democracy

In 2003, the Office began to contribute to improvement of personal data protection in
newly established European democracies. It participated in activities of the Council of
Europe concerned with the Russian Federation, Bosnia and Herzegovina, and also
Cyprus. For Bosnian protectors of personal data, it organized a workshop in Prague,
while in other cases, it coniributed to the work of the expert group. This activity will
undoubtedly be continued in the future. The Czech Republic is thus beginning to share
its knowledge and experience in the area of personal data protection, which it obtained
in the past from more experienced European countries.

Unfortunately, global concerns about terrorism continued in 2003. These justified
concerns were accompanied by concerns related to a global epidemic — the SARS
disease. These issues revealed that the world is not adequately prepared to take joint
and effective measures. Similarly as the measures against terrorism, the measures that
were taken against spreading of SARS were mostly isolated, uncoordinated and, in the
Czech Republic, inadequately respected the rights to protection of privacy. Practically
during the entire year, the European Commission held negotiations with the U.S.A. on
transfer of the personal data of air passengers; a number of KU countries did not agree
with the requirements of the U.S.A. Nevertheless, new terrorist threats occur and it will
clearly be necessary to seek a balance between the right to privacy and risk prevention.
Attention will have to be paid to this issue in the Czech Republic.

When describing the state of affairs in 2003, I cannot neglect the fact that the above-
mentioned activities are now being pursued by the Office in suitable premises; however,
[ should also mention the issues in the area of personal data protection that were
encountered by the Office:
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Monitoring of persons in school facilities with the use of camera systems

Installation of camera monitoring systems was ascertained in a number of
school facilities (schools, boarding houses, educational facilities). In the
ensuing discussions, the representatives of school facilities were not willing to
accept that this could infringe on the right of individuals to privacy. It is
difficult to find accord between the requirement of schools for protection of
their assets and the requirement for protecting the right of an individual to
privacy.

Processing required in a democratic society

In 2003, there was an outbreak of a global epidemic of the sudden acute
respiration syndrome (SAKS). In the framework of preventative measures, the
Ministry of Health introduced “arrival” cards, in which all passengers arriving
in the Czech Republic by air were obliged to disclose information on their
future whereabouts.

In this case, accord was also not found between Article 8 of the
Convention for the Protection of Human Rights (the right to respect for home)
and the entitlement of the state to limit this right pursuant to the Public
Health Protection Act.

Distribution of commercial and advertising materials

Marketing or commercial companies still take advantage of the possibility to
send their offers and advertisements until the data subject states that he no
longer wants to receive advertisements (the opt-out principle). This limiting
measure has not been sufficiently effective. The opposite principle — that such
malerials may be delivered only if the data subject so requests (the opt-in
principle), as laid down in Directive 2002/568/EC, will be reflected in the
legislation of the Czech Republic in 2004.

Ascertaining information on assets

A continuing issue pertains to the legally unresolved state of affairs where
it is possible to ascertain the assets of natural persons and obtain access to
other personal data through publicly accessible registers and lists. This issue
was also evident in the area of social security, where the officials who make
decisions on granting stale social security benefits are not obliged io follow
sel procedures in ascertaining the assets of the applicants for social benelfits,
in order to prevent their payment to unauthorized persons.

Identity theft

Crime commitled with the use of stolen personal identification data increased
in 2003 both globally and in the Gzech Republic. This does not always involve
counterfeiting of personal documents. There are a number of cases where
personal information is stolen, either from public records, by unauthorized
collection of personal data obtained for various purposes or by their
acquisition from databases due to their inadequalte protection. In this relation,
it will be necessary o reassess the approach of the Gzech legislation to public
registers and records. The competent state bodies must be persuaded that the
structure of personal data in these public registers should be divided (o a
publicly accessible part and to a classified part, which would be subject to a
stricter protection regime. It will also be necessary to ensure thal personal
data from these registers can be used only for the same purposes as those for
which they were originally gathered.

Processing of biometric information

In connection with the measures adopied in the U.S.A. in the fight against
global terrorism, an extensive discussion was commenced on the possible use
of biometric data for personal identification. The Office for Personal Data
Protection proposes that biometric personal data be classified in the Czech
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Personal Data Protection Act in the category of sensitive personal data and be
subjected to stricter rules for their processing. This issue will require
attention during the next year when a decision will be made on issuing
passports with biomelric identification of their holders.

General terms and conditions of financial institutions

A relatively common unfavorable feature is that the general terms and
conditions of financial institutions also contain a request for the consent of the
client to acts that are not required for performance of the concluded contract.
Thus, consent to the processing of personal data is often requested for
marketing purposes or for transfer personal data to other entities that are not
involved in performance of the concluded contract. This approach must be
considered dishonest.

Legalization of data processing through the consent of the data subject

Some controllers believe that processing of personal data that is not accord
with laws can be legitimized by the consent of the data subjects. Several
practical issues addressed in the European Union (e.g. in transfer of personal
data to the U.S.A.) document that this practice will no longer be admissible in
the Czech Republic.

National health registers

Processing of personal data and sensitive data on the health condition of
individuals must be regulated by law. This requirement follows both from the
Personal Data Protection Act and from European regulations — Convention No.
108 and Directive 95/46/EC. A number of national health registers are
operated without the relevant legal basis. A thorough review will be required
from the viewpoint of the number of registers and the volume of data
processed therein. It will be necessary to justify that such processing is
required in democratic society in the interest of protection of the health of the
general public and individuals or that it falls within the exemptions laid down
for processing of sensitive data by Directive 95/46/EC (Art. 8).

Monitoring of electronic mail of employees

The issue of electronic communication will gain new dimensions next year. kU
Directive 2002/58/EC on privacy in electronic communication will be reflected
in the Czech legislation. The new Act will regulate a number of institutions
that use electronic communication systems; this regulation will affect
employees who are connected to the Internet and use electronic mail, as well
as companies that use electronic communication systems for offering business
and services.

RNDr. Karel Neuwirt

President
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Activities of the Office
in the Legislative and Legal Area

I. Position and competence of the Office

In 2003, the Personal Data Protection Act was not affected by any direct amendment and
it is therefore valid as amended by laws adopted during the previous years, i.e. as
amended by Acts No. 227/2000 Coll., No. 177/2001 Coll., No. 450/2001 Coll., No.
107/2002 Coll., No. 309/2002 Coll., No. 310/2002 Coll. and No. 517/2002 Coll. If the
legislative process is successfully completed, the Office will be entrusted with further
competence in 2004, according to amendment to Act No. 133/2000 Coll., on records of
inhabitants and birth certificate numbers and on amendment to some laws, as amended,
i.e. in cases involving unauthorized management of the birth certificate number or
unauthorized utilization of the birth certificate number, as well as competence pursuant
to the prepared Act on certain Services of Information Companies, which should at least
partly deal with spamming.

Il. Activities of the Office in the Legislative Area

Amendment to the Personal Data Protection Act

In accordance with the Plan of Legislative Tasks of the Government for 2003, the Office for
Personal Data Protection submitted on September 30, 2003, together with the Ministry of
Informatics, a draft law amending Act No. 101/2000 Coll., on personal data protection,
and on amendment to some laws, as amended, for discussion by the Government.

This step concluded the stage of preparation and negotiations, which was commenced
in early 2003, when a working team was established to prepare an amendment to the
Act. The amendment was approved by Government Resolution No. 1086 of November 5,
2003. Immediately after completion of the governmental legislative process, the
amendment was submitted for discussion by the Parliament.

The amendment to the Act was prepared in the context of the upcoming membership of
the Czech Republic in the European Union and the ensuing need to harmonize the
general conditions for protection of privacy in connection with personal data processing,
as stipulated in the legislation of the Czech Republic, with the conditions following from
international commitments of the Czech Republic in this area that are specified, in
particular, in Directive 95/46/EC of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data, and in Convention No. 108 for the protection of individuals with
regard to automatic processing of personal data. Therefore, it has been proposed to set
the date of effect of the amendment for the date of accession of the Czech Republic to the
European Union.

This intention of the Office is reflected particularly in amendment to the provisions
dealing with the relation of the Personal Data Protection Act to the Community law and
international treaties (Articles 1 and 27). However, some currently used terms are
further specified and several new terms introduced, corresponding to Directive 95/46/EC
(Article 4). This aspect is also closely related to the new regulation of the conditions for
granting the consent of the data subject to personal data processing (Articles 4, 5 and
9). The provision concerning the relationship between the data controller and data
subject was also amended, particularly with respect to the notification duty of the
controller (Articles 11 and 12), implementation of measures on the basis of a request of
the data subject (Article 21), and also modification of the condition for indemnification of
the data subject in case of breach of duties by the controller or processor.
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The amendment to the Act is also based on experience of the Office with application of
the provisions of the Act. Although the general intention of the authors of the amendment
was to provide exclusively for harmony with the Community law, the ensuing legislative
process revealed some other needs, which often resulted in adopting an entirely new
wording of some basic conditions for personal data processing (Article 5) and in
changing the rules for use of exemptions from the Act in the procedure of the controller
or processor (Articles 9 and 11).

A special chapter is devoted to amendment of penal provisions (Chapter VII). On the
basis of agreement with the Ministry of Interior, the Office respects the curriculum of the
concept of administrative punishment, as approved by the Government. The amendment
to the penal provisions was thus supplemented on the basis of considerations contained
in the material approved by the Legislative Council of the Government in August 2003.

In relation to the results of the commentary procedure, a draft amendment to Act No.
21/1992 Coll., on banks, as amended, which is concerned particularly with repeal of
paragraphs 2 to 5 of Article 37, was included in the draft amendment as its Part Two. By
including this part in the draft amendment, the Czech Republic will also ensure
approximation of its legislation to the generally valid conditions for personal data
processing in the European Union in the area of banking.

The Office had a marked contribution to the creation of legal regulations prepared by
other institutions: During the year, the Office provided comments on more than 80 laws,
the same number of subordinate regulations and over 30 other legislative drafts.

The entirely new Employment Act should be particularly noted among the great many
legislative drafts dealt with by the Office. This regulation, which is almost a code in its
nature, adopts an entirely new approach to personal data protection in the given area. It
includes specific draft rules for management of personal data not only by employers, but
also by state agencies that keep the relevant records. The draft Act was supplemented by
the principles of personal data protection.

Important cooperation was pursued with the Ministry of Interior in preparing the draft
Act amending the Act on Records of Inhabitants and Birth Certificate Numbers.

On the contrary, it is very difficult to promote the basic principles of personal data
protection in relation to the Ministry of Health, which employs a more traditional, even
obsolete approach to personal data protection.

The draft new Act on Health Care, which should comprehensively deal, inter alia, with
the subject of legislative regulation of extensive registers and records that have been
historically kept on the general public, is a good example. Ultimately, the Legislative
Council of the Government proposed to return this draft to the Ministry for reworking and
the issue of health registers had to be addressed in an amendment to the Act on Care for
the Health of Population drafted by several MPs. The Office also provided its comments
on the draft Act amending some laws in the sector of protection of public health, in
relation to draft Article 79 concerning collection and processing of personal data by
public health protection bodies; and also on the draft amendment to Act No. 61/1966
Coll., on certain measures against legalization of proceeds of crime and on amendment
to and supplementation of some related laws, particularly in relation to the part
concerning the manner and scope of identification by the obliged persons; as well as on
the draft amendment to Act No. 20/1966 Coll., on care for the health of population, in
relation to the part concerning data processing in case of anonymous births, according to
the intentions of the parties submitting this draft. In addition to these direct activities,
the Office also monitored the development of legislation in the area of state statistics and
the legislative progress of preparation of the new Code of Administrative Procedure in the
Chamber of Deputies.
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Il. Activities of the Office in the Area of Application of Law

In 2003, the Office again witnessed constant interest of the general public, as well as of
individual controllers and processors of personal data, in provision of standpoints,
consultations and discussions concerning application of the Personal Data Protection Act
in the framework of the legislation of the Czech Republic. In the framework of these
activities, the Office provided over 2000 telephonic consultations and addressed almost
1000 written petitions (and petitions sent by e-mail). It is clear from analysis of the
enquiries, that the general public and the individual controllers, both in the private
sector and in the governmental sector, have become sufficiently aware of the Personal
Data Protection Act. However, problems arise where individual cases of processing are
inadequately regulated by special laws in the area of public administration. The Czech
legislation still includes great many old regulations that do not stipulate any rules for
personal data processing whatsoever, although it is absolutely clear that there is a
number of activities covered by these regulations, where personal data are actually
processed. While the Office provides its standpoints on issues reported in these cases,
these standpoints are concerned only with the competence entrusted to it, i.e. personal
data processing. However, the standpoint usually describes only the approach of the
Office and does not eliminate the shortcomings of the relevant regulations.

A fundamental issue in the area of public administration apparently lies both in sharing
or provision of personal data from records kept by the individual agencies within their
administrative agenda and in the potential for making public personal data e.g. in the
framework of independent competence of municipalities or regions. The possibility or
duty of municipalities or regions to provide information to the general public on their
activities is an illustrative example. The regulation differs for municipalities, regions and
the Capital City of Prague. This includes various forms of making public personal data by
means of their presentation on the Internet, in local periodicals, etc. in cases where e.g.
the resolutions of the municipal council, which also contain personal data of citizens, are
made public, even if this is not permitted by the special law. The standpoints of the Office
are then described as an obstacle in providing information to the general public. The
Office must strictly reject these explanations: These issues arise as a direct consequence
of application of special and, in this case, inconsistent legal regulations.

An entirely new area that exceeds the scope of the Personal Data Protection Act is the
subject of electronic communication — in particular, spamming. Although, in these cases,
electronic communication often affects privacy of individuals, there is currently no
regulation that would effectively protect privacy of individuals. Therefore, in these cases,
the Office is currently unable to effectively intervene, even though it has been relatively
frequently enquired and asked for a standpoint on this issue, particularly during the
second half of the year. This issue should be addressed through new laws in these areas
that are being prepared within the competence of the Ministry of Informatics and to the
preparation of which the Office has substantially contributed.

The duty of the Office to provide consultations is also largely utilized by a number of
law offices, which probably use the advice and recommendations of the Office provided
free-of-charge to provide their own services for the clients for consideration. This is
clearly a toll for the general consulting duty of the Office, although we are convinced that
the main target of the consultations should be individuals, to whose benefit and for the
defense of whose fundamental right, i.e. the right to privacy, the regulation is primarily
intended.

At the end of the year, the Office for Personal Data Protection was a party to several
court disputes. In four cases, it acted as the plaintiff, claiming a decision, most recently
before the Supreme Administrative Court, according to which it is not competent to deal
with matters referred to it by the general courts for a decision in cases of protection of
personal rights; a constitutional complaint from January 2002, concerning the census of
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the population, houses and apartments, is still pending decision; and finally, in one case,
the Supreme Administrative Court canceled a decision of the Office and returned the
given matter for further examination in a case, which involved, in the opinion of the
Office, personal data processing within an inappropriate scope. In this case, the Supreme
Administrative Office upheld the decision of the Office for Personal Data Protection in
that the controlled entity processed a number of data without authorization,
nevertheless, it granted the relevant entity the right to use the birth certificate number in
certain cases of processing. An action, through which a controlled entity claimed
canceling of a decision on imposing a substantial fine, is also still pending decision.

Registration

Evaluation of notifications of personal data processing and requests for transfer of
personal data to other countries became the task of the new Administrative Decision-
Making Department in 2003. In relation to the actual assessment of individual
notifications of personal data processing, two formerly separate activities of the Office
concerning Article 27 of the Personal Data Protection Act (transfer of personal data to
other countries) and Article 16 of the Personal Data Protection Act (notification
obligation) were combined.

While the total number of submitted notifications of personal data processing remained
substantially unchanged compared to the previous year, there was an increase in the
number of cases where personal data were processed exclusively in connection with the
transfer of personal data to other countries. With respect to new practical experience
with application of statutory provisions, both on the part of the controllers and the
processors and on the part of the Office, there was an increase in administrative
activities in the area of the above-mentioned evaluation of personal data processing; in
most cases, identical findings on specific cases of personal data processing are required
for both decision-making procedures.

The current state of affairs is documented by the following surveys that indicate the
number of proceedings suspended for the reason of incomplete or unclear information
provided by the notifier; in these cases, the Office had to submit a request for
supplementing the original petition.

For a majority of controllers, the registration or submission of a notification of
personal data processing is their first contact with Act No. 101/2000 Coll. and its
contents. It is increasingly common that, as a consequence of the submitted notification
of personal data processing and particularly the subsequent communication between the
Office and the notifier, the notifier reduces the originally anticipated scope of personal
data processing to minimum. A number of notifiers are not originally aware of the
potential risks of misuse of the processed personal data, particularly sensitive data.
Consultations with the Office prior to commencement of personal data processing often
lead to a conclusion that a substantially narrower scope of personal data suffices for the
declared purpose of processing and, simultaneously, the procedures for personal data
processing are further specified during the process.

The number of requests for transfer of personal data to other countries was lower in
2003 compared to the previous year. This fact was undoubtedly caused by application of
GConvention No. 108, which limits, in Article 12, the duty of data controller to request
authorization of the Office pursuant to Article 27 (4) of the Personal Data Protection Act
in cases of automated processing of personal data transferred between the parties to the
Convention. On the other hand, the Registration Department encountered more generic
cases of transfer of personal data, which required thorough investigation, both in
administrative proceedings and in the area of transfer of personal data of employees to
other countries.
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Control Activities of the Office

In 2003, the control activities of the Office were performed according to the control plan
and on the basis of incentives and complaints. Inspections were directed and performed
by individual inspectors. Certain inspections also involved other employees of the Office.

29 inspections were commenced on the basis of the control plan for 2003 and three
inspections on the basis of the control plan for 2003. A total of 26 inspections were
completed, of which 3 inspections were commenced during the previous year. One of
these inspections was not concluded with legal force, as the controlled entity lodged an
appeal against the decision on objections against the inspection protocol. Four
inspections commenced in 2002 are being further pursued. Inspections commenced
pursuant to the control plan of the Office are usually comprehensive inspections covering
all duties relevant for the controlled personal data processing and for activities of the
controlled controller and processors. Inspections implemented on the basis of written
incentives and findings of the media and other sources were concerned with the duties
that are directly connected with an incentive or complaint; in two cases, these
inspections were comprehensive. Inspectors of the Office initiated 37 and completed 34
such inspections. One inspection commenced in 2002 was further pursued.

The topics covered by control activities of the inspectors in 2003 included both areas
and subjects that attract permanent attention of the general public — individuals and the
media — and activities of institutions involving processing of personal data of a high
number of data subjects. Inspections were aimed at banks; other financial institutions
and insurance companies; city and municipal authorities; publishers; media;
businesspersons — including Internet and mail-order businesses; personnel and marriage
bureaus; police; advertising agencies and direct marketing companies; administrators of
distribution networks and providers of services connected with housing; schools —
including universities; telecommunication operators; central state administrative bodies;
social-care and health-care facilities; and also one carrier and one operator of postal
services. Inspections were concerned with processing of personal data on customers and
clients; obliged persons and applicants, employees and family members; and pupils and
students; and also of personal data on special-interest persons. Processing of data on
special-interest persons was subject to control exclusively with respect to performance of
the duties imposed on the controlled entities by law.

Inspections usually revealed breach of several duties imposed on the controllers and
processors by the Personal Data Protection Act. Breach of a single duty was ascertained in
two cases. No violations of the Personal Data Protection Act were ascertained at twenty
controlled entities; shortcomings that did not constitute breach of the duties imposed on
the controlled entities by law were ascertained in several cases. Processing subject to the
Personal Data Protection Act could not be established during one inspection and personal
data processing corresponding to the relevant incentive could not be ascertained in one case.

In the framework of the completed inspections, measures for a remedy were imposed
on thirty five controlled entities, of which liquidation of personal data was imposed in
eight cases. No measures for a remedy were imposed in relation to nineteen controlled
entities; this approach was also taken by the inspectors of the Office in cases where the
controlled entities remedied the ascertained shortcomings in the performance of duties
in personal data processing during the inspection. The inspectors also verified and
controlled performance of the imposed measures for a remedy.

Social security and state social assistance in designated municipal authorities

A comprehensive inspection of the designated authorities was also aimed at the areas of
social security and state social assistance in 2003. Employees in the area of social
security and state social assistance collect and process personal data of the applicants
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for benefits and social-care services on the basis of special laws on social security and
related regulations on administrative proceedings.

On the basis of the performed inspections, it can be stated that, although the relevant
personal data in the area of social security are managed by employees of various
authorities, their deviations are more or less the same.

The following deviations were ascertained in the sense of the Personal Data Protection
Act in processing of personal data of the applicants for benefits in social care and state
social assistance:

Breach of Article 5 (1) (d) of the Personal Data Protection Act by making copies of
documents that are basic documents for administrative proceedings in cases of provision
of benefits or services in the area of social care and state social assistance, given the
fact that not all data contained in the copied documents are required for assessment and
subsequent provision of the benefit within social care or benefit of state social
assistance, and thus making copies of these documents including the redundant data
could constitute breach of the duty pursuant to Article 5 (1) (d) of the Personal Data
Protection Act.

When lodging an application for a benefit of social care and benefit of state social
assistance, the contact and identification data of the applicant are verified according to
the submitted documents (in particular the personal identity card). It was ascertained
during the inspections that the above-mentioned personal data of applicants are also
verified in the records of citizens; nevertheless, copies of personal identity cards are
made in a number of cases.

Furthermore, unjustified copying of entire statements of bank accounts, which were
part of certain files of applicants for a social-care benefit, was ascertained during the
inspections.

While, in accordance with the special regulations on social security, when assessing
the decisive conditions (in particular, the income; overall social situation and assets of
the applicant; other con